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1. Gidi thiéu
Cam on quy khach d4 tin tudng st dung Dich vu cap dau thoi gian VNPT TSA (sau dédy duoc goi tat [a VNPT TSA).

Khach hang két n6i dén NCC m NCC dich vu dinh kém va
dich vu c3p dau thoi gian ky ddu théi gian |&n tai liéu,
(TSA) gun trd lai cho khach hang

m Khéach hang nhin dugc tai = 9

Glri Yéu ciu ligu 83 dugc ky déu that NCC dich vy ddu thi gian
gian véi méc théi gian -
A dugc chimg thue bét NCC TimeStamp
' :
. ~ :
AnSaafISERnINAERNY =0 @erissians Seusaiiist s v s seasea e
n

D&u thoi gian la dit liéu dién tir gan thong tin vé ngay, thang, ndm va thoi gian vao théng diép dir liéu, duoc cung cap
bai mot t6 chirc cung cap dich vu cap du thoi gian tin céy.

Dau thai gian st dung dé l1am bang chirng va xéc thuc su ton tai cla dir liéu tai mot moc thoi gian nhat dinh. Tai
liéu, h6 so, thong diép dién ti khi duoc dong dau thai gian sé dam bao tinh chdng chdi bo vé thoi gian va tinh toan
ven dit liéu.

1.1.  Thong tin tai liéu

Tai liéu nay mo ta phan hé VNPT TSA API, cong dich vu cho phép d6i tac két ni va guri yéu cau cép dau thoi gian
thong qua giao dién web service.

1.2.  Quy uéc st dung

Trong tai liéu nay ching t6i st dung céc quy wdc sau nham gidp viéc trinh bay dugc ro rang va thuan tién hon trong
viéc nam bat ni dung:

Boanma “RequestID”: “5b483845-35b6-48c9-
e b9a6-3a4024271271"

Bold N6i dung can nhan manh ..yéu cau phuong thirc POST.

code Tham s6 hodc gia tri tham s, két qua response type=code

Céc ndi dung can luu y sé dugc trinh bay véi dinh dang nhu sau:

Noi dung cén luu y
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2. Giao thuc API

Phan hé Gateway API dugc cung cdp qua giao thir HTTPs va yéu cau phuong thirc POST.

Dia chi service: https://demo-gateway.vnpt-ca.vn
3. Authentication

GET /h
/home >

\ 421 Unauthorized

WiW-Authenticate: Basic realm="localhost"

GET /home
Authorization: Basic YWxpY2U6c¢GFzc3dvemQ=

200 OK

-

VNPT TSA ho tro hinh thirc xac thuc Basic authentication theo RFC7617, moi khach hang sau khi dang ky st dung
dich vu sé nhan dugc mot email thdng bao chira username/password.

Théng tin khdi tao dich vu VNPT TSA VNPT-Kyso x

kyso@vnpt.vn
tome =

¥n Vietnamese * » English * Translate message

Théng tin tai khoan dich vu VNPT TSA di dwoc cdp nhit

Khéch hang: Bui ST Tuén
Username: tuanbs208
Password «illibeiinks

&, Reply ®» Forward

Basic Authentication |3 hinh thirc bat budc, bén canh d6 VNPT TSA cung cép céc hinh thirc xac thuc b sung:

e Request signature
e ClientIP
e TLS client certificate
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4. Binh nghia tham s6

4.1. Danh sach api

1 /authority/rfc3161 Yéu cau dau thoi gian theo chuén rfc3161
2 /authority/code Yéu cau dau thoi gian theo chuén Microsoft Authenticode
3 /authority/his/list by status Yeéu cau lay lich st giao dich cua thué bao

4 /authority/his/tran_info Lay thong tin chi tiét giao dich cap dau thai gian

4.2. Maloi thuong gap

Cac gia tri thuong gap cho thudc tinh code

1 0 SUCCESS Success

2 400 BAD_REQUEST Bad request

3 401 UNAUTHORIZED

4 30000 | CLIENT_INPUT_INVALID D{r liéu dau vao khong hop 1é
5 50000  SERVAR_INTERNAL_ERROR

6 50001 | SERVER_METHOD_NOT_SUPPORTED

7 50002 SERVER_NO_RESULT

5. Chi tiét API

5.1.  /authority/rfc3161

e Muc dich: Yéu cau ma thong bdo du thai gian theo chuén rfc3161
e Authorization: Basic

e Request Content-type: application/timestamp-query

e Response Content-type: application/timestamp-reply
e Request mau

<Xem_trong_bh0_tai_liéu_dinh_kém>

Trong response http header chira id cua giao dich trong truong X-TSAResp-TranId, st dung dé tra ciru thong
tin chi tiét giao dich néu can (id giao dich la chudi ky tu dinh dang GUID)

X-TSAResp-Tranld 31dad1fc-83bd-4ecB-82a2-be97458f57¢c1

e Response mau
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ck=: BE%1 EEROEERpol HEE2822085110748447

5.2.  /authority/code

e Muc dich: Sr dung cho céc (ng dung yéu cau dinh dang time-stamp Microsoft authenticode
e Authorization: Basic

e Request Content-type: application/timestamp-query

e Response Content-type: application/timestamp-reply

e Request mau

kObsoleted
5.3.  /authority/his/list_by_status

e  Muc dich: L4y danh séch lich st giao dich

e Authorization: Basic

e Request Content-type: application/json
e Response Content-type: application/json
e Request mau

"page": 1,

"pageSize": 10,

"order": "RequestTime",
"status": O,

"isDesc": false,
"startDate": "2022-05-01",
"endDate": "2022-06-01"

e Response mau

"code": O,

"codeDesc": "SUCCESS",
"message": ""’
"content": {

"page": 1,
"pageSize": 2,
"count": 2,
"pageCount": 16,
"totalItemCount": 32,

VNPT, 2022



Dich vu VNPT-TSA

5.4.

[

"tranId": "efa2793a-a44a-409f-ad43-280aa696850a",
"tsaPolicy": "1.2",

"tranCode": "01369245",

"tranType": "RFC3161",

"refTranId": "",

"status": "GRANTED",

"failureReason": null,

"failureInfo": null,

"requestTime": "2022-05-05T03:57:03.4572",
"responseTime": "2022-05-05T03:57:03.5422",
"excuteTime": 85.1831

"tranId": "58eb9c49-877c-484f-9e60-04243d01c64e",
"tsaPolicy": "1.2",

"tranCode": "78653135",

"tranType": "RFC31l6l",

"refTranId": "",

"status": "GRANTED",

"failureReason": null,

"failureInfo": null,

"requestTime": "2022-05-05T03:58:35.9862",
"responseTime": "2022-05-05T03:58:35.998z",
"excuteTime": 12.3395

/authority/his/tran_info

Muc dich: Lay chi tiét thong tin giao dich
Authorization: Basic

Request Content-type: application/json
Response Content-type: application/json
Request mau

"tranId": "efa2793a-a44a-409f-ad43-280aa696850a"

Response mau

"code": O,

"codeDesc": "SUCCESS",
"message”": "",
"content": {

"request": "MEMCAQEwMTANBglg...",
"response": "MIINUzAVAgEAMBAMDk9...",
"tsaCert": {
"certId": "aaf2258a-13el1-473c-9252-9d56deel72a7",
"subjectDN": "C=VN,ST=Ha N&i,L=CAu Gidy,CN=SmartCA Time Stamping, UID=CMND:01234",

"serialNumber": "54010101fed07acc82£559cb532a4962",
"validFrom": "2022-05-10T07:02:04z",
"validTo": "2026-08-27T17:14:51z"

br

"tranId": "c312993e-fl0ef-4bea-bdl19-ac7803cae23c",
"tsaPolicy": "1.2",

"tranCode": "92045407",

"tranType": "RFC31l6l",

"refTranId": "",

"status": "GRANTED",

"failureReason": null,
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"failureInfo": "NOTHING",
"requestTime": "2022-05-10T07:58:37.58z2",
"responseTime": "2022-05-10T07:58:37.78z2",

"excuteTime": 199.9355

6. Code mau tich hop

<GUri_kem_bo_tai_liéu>
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